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Context

How to use logical methods to reason about (probabilistic) programs and 
statically prove their properties such as differential privacy and 

sensitivity?

▸ Introduction
▸ Introduction to Formal Logic
▸ Introduction to Differential Privacy
▸ Fuzz: Linear Types for Sensitivity Analysis

▸ Contributions
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1. Introduction to Formal Logic

Proofs, Programs and Arrows
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What is a Proof?

informal proofs formal proofs

a cogent paragraph written in 

natural language

a sequence of deduction rules 

applied to formulas

Proof. Let 𝑛 be an odd number. Suppose for 
the sake of contradiction than 𝑛2 is even. 
Then we have 2 ∣ 𝑛2 and since 2 is prime, 
we have 2 ∣ 𝑛. QEA. ⁠ ∎

ax
2 ∤ 𝑎, 2 ∣ 𝑎2 ⊢ 2 ∤ 𝑎

⋮

2 ∣ 𝑎2 ⊢ 2 ∣ 𝑎
W

2 ∤ 𝑎, 2 ∣ 𝑎2 ⊢ 2 ∣ 𝑎
→ 𝐸

2 ∤ 𝑎, 2 ∣ 𝑎2 ⊢ ⊥
→ 𝐼

2 ∤ 𝑎 ⊢ 2 ∤ 𝑎2

→ 𝐼
⊢ 2 ∤ 𝑎 → 2 ∤ 𝑎2

∀𝐼

⊢ ∀𝑛, 2 ∤ 𝑛 → 2 ∤ 𝑛2
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Reasoning on Proofs

A formal proof is a mathematical object, we can ask:
▸ is a proof correct in logic 𝐿?
▸ does a proof of 𝑃 exist in logic 𝐿? in logic 𝐿′?

(incompleteness, (relative) consistency, etc.)
▸ can we transform 𝜋 into 𝜋′ such that…?
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What is a (Typed Functional) Program?

A program in the 𝜆‑calculus is a term constructed using:

constructs examples

constants 0 : 𝖭𝖺𝗍, 𝑡𝑟𝑢𝑒 : 𝖡𝗈𝗈𝗅
functions 𝑠𝑞𝑢𝑎𝑟𝑒 ≔ 𝜆𝑥. 𝑥 × 𝑥 : 𝖭𝖺𝗍 → 𝖭𝖺𝗍
applications 𝑛𝑜𝑡 𝑡𝑟𝑢𝑒 : 𝖡𝗈𝗈𝗅, 𝑠𝑞𝑢𝑎𝑟𝑒 5 : 𝖭𝖺𝗍
constructors and destructors pairs, projections, conditionals

This language can be seen as a fragment of OCaml or Haskell.
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Reasoning on Programs

Programs as previously defined are mathematical objects.

type checking does program 𝑃 have type 𝜏?
program evaluation if 𝜆𝑥. 𝑠 : 𝜎 → 𝜏 and 𝑡 : 𝜎, then (𝜆𝑥. 𝑠) 𝑡 : 𝜏 →𝛽 𝑠[𝑡/𝑥] : 𝜏,
program synthesis does there exist a program of type 𝜏?

Answers to these questions depend on the type system we choose.
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The Curry-Howard-Lambek correspondence

proof assistants

categorial logic categorial semantics

proof theory

propositions and proofs
type theory

types and programs

category theory

objects and arrows
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2. Introduction to Differential Privacy

Motivation, Definition and Properties
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Risks and Benefits of Data Analysis

Many databases hold vast amounts of sensitive data:
▸ hospitals and agencies hold medical data.
▸ private companies hold consumer data, etc.

🧑‍💻
data analyst

John Doe 59 chronic pain …
Jane Doe 62 heart failure …
Fred Bloggs 75 neck injury …

…

data query

answer

How to analyse private data without compromising privacy?

Anonymisation is not sufficient as one can leverage auxiliary information.
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Definition of Differential Privacy

Intuition: queries on adjacent datasets should be indistinguishable.

Definition. (Dwork et al. (2006)) ℳ︀  preserves (𝜀, 𝛿)‑differential privacy 

if for all sets 𝑆 and all adjacent datasets 𝑥, 𝑥′, we have:

Pr[ℳ︀(𝑥) ∈ 𝑆] ≤ e𝜀 Pr[ℳ︀(𝑥′) ∈ 𝑆] + 𝛿.

Lemma. (𝜀, 𝛿)‑differential privacy is a compositional property.
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Formal Methods for Differential Privacy Verification

Proving by hand that a given query preserves diff. priv. is error-prone.

deductive program verification

▸ probabilistic Hoare logic,
▸ separation logic, etc.

type systems

1. Automatically prove a simpler property.
2. Use a privacy-preserving theorem.

We are going to focus on the second approach.
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Noise-Addition Mechanisms

How much noise to add to preserve diff. priv.?

𝑓 (𝑥)

𝑓 (𝑥′)

raw results not enough noise enough noise
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Definition of Function Sensitivity

Definition. The global sensitivity GS(𝑓 ) of a function 𝑓  between metric 

spaces 𝑋 ≔ (|𝑋|, 𝑑𝑋 ) and 𝑌 ≔ (|𝑌|, 𝑑𝑌 ) is the smallest 𝑠 ∈ (0, +∞] such that

∀𝑥, 𝑥′ ∈ 𝑋, 𝑑𝑌 (𝑓 (𝑥), 𝑓 (𝑥′)) ≤ 𝑠 ⋅ 𝑑𝑋 (𝑥, 𝑥′)

A function 𝑓  is
▸ 𝑠‑sensitive whenever GS(𝑓 ) ≤ 𝑠, and
▸ non-expansive whenever GS(𝑓 ) ≤ 1.
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Example of a Non-Expansive Function

Example. 𝑓 : (𝑥1, …, 𝑥𝑛) ↦ ∑𝑛
𝑖=1 𝑥𝑖 is non-expansive from (ℝ𝑛, 𝑑1) to (ℝ, 𝑑1).

Proof. For all tuples 𝑥 and 𝑥′ of size 𝑛, we have

|𝑓 (𝑥) − 𝑓 (𝑥′)| = |∑
𝑛

𝑖=1
𝑥𝑖 − ∑

𝑛

𝑖=1
𝑥′

𝑖 | = |∑
𝑛

𝑖=1
𝑥𝑖 − 𝑥′

𝑖 | ≤ ∑
𝑛

𝑖=1
|𝑥𝑖 − 𝑥′

𝑖 | = 𝑑1(𝑥, 𝑥′)

⁠ ∎
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The Laplace Mechanism

Theorem. For all programs 
𝑓 : ℕ𝑑 → (ℝ𝑛, 𝑑1) with 
sensitivity 𝑠, for all 𝜀 > 0, and 
𝑌𝑖 ∼ ℒ︀GS(𝑓 )/𝜀, we have that

𝑥 ↦ 𝑓 (𝑥) + (𝑌1, …, 𝑌𝑛)

provides 𝜀‑differential privacy.

see also the Gaussian mechanism, 
the exp. mechanism, etc.

𝒩︀1ℒ︀1

−4 −2 0 2 4
0.0
0.1
0.2
0.3
0.4
0.5
0.6
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Roadmap

Given a query 𝑞: 𝐷 → 𝑋 ,
1. Formally derive a bound on the sensitivity of 𝑞.

2. Run 𝑞 on the database 𝐷 to obtain a value 𝑥.
3. Add noise to 𝑥 using a privacy mechanism.
4. Compose!

We will study and design type systems for steps 1 and 4.
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3. Fuzz: Linear Types for Sensitivity Analysis

Reed and Pierce (2010)
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Linear logic and Computational Resources

logical viewpoint

▸ intuitionistic logic without contraction or weakening
▸ every hypothesis must be used exactly once

computational viewpoint

▸ simple types without duplication or discarding
▸ every resource must be used exactly once

Girard (1987) introduced new logical connectives:
▸ a linear arrow (⊸),
▸ two conjunctions (⊗) ‘tensor’ and (&) ‘with’, and
▸ a disjunction (⊕) ‘plus’.
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Terms and Types

We consider a simply-typed linear 𝜆‑calculus.

𝑎, 𝑏, …, 𝑒 ⩴ 𝑥 | 𝖼 | () | ⟨𝑒, 𝑒⟩ | (𝑒, 𝑒) | 𝐥𝐞𝐭 (𝑥, 𝑦) = 𝑒 𝐢𝐧 𝑒 | 𝐩𝐫𝐨𝐣𝑖 𝑒
| 𝜆𝑥. 𝑒 | 𝑒 𝑒 | 𝐢𝐧𝐣𝑖 𝑒 | 𝐜𝐚𝐬𝐞 𝑒 𝐨𝐟 𝑥 → 𝑒 𝐨𝐫 𝑥 → 𝑒
| !𝑒 | 𝐥𝐞𝐭! 𝑥 = 𝑒 𝐢𝐧 𝑒

𝜎, 𝜏, … ⩴ 𝖴𝗇𝗂𝗍 | 𝜎 ⊸ 𝜏 | 𝜏1 ⊗ 𝜏2 | 𝜏1 & 𝜏2 | 𝜏1 ⊕ 𝜏2 | !𝑠𝜏 | …

(In practice, we also include recursive types.)
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Typing Judgements

Typing contexts are sets of triples: Γ ⩴ ∅ | Γ, 𝑥 :𝑠 𝜏.

Example. 𝑥 :1 𝖭𝖺𝗍, 𝑦 :2 𝖭𝖺𝗍 ⊢ (𝑥 + 𝑦, 𝑦) : 𝖭𝖺𝗍 ⊗ 𝖭𝖺𝗍 will mean that the term 
is 1-sensitive in 𝑥 and 2-sensitive in 𝑦.

Contexts can be added and scaled pointwise:

(Γ, 𝑥 :𝑠 𝜏) + (Δ, 𝑥 :𝑟 𝜏) ≔ (Γ + Δ), 𝑥 :𝑟+𝑠 𝜏
𝑠 ⋅ (Γ, 𝑥 :𝑟 𝜏) ≔ 𝑠 ⋅ Γ, 𝑥 :𝑟𝑠 𝜏
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Typing Rules (subset)

Logical rules

s ≥ 1
Γ, 𝑥 :𝑠 𝜏 ⊢ 𝑥 : 𝜏

Δ ⊢ 𝑒1 : 𝜏1 Γ ⊢ 𝑒2 : 𝜏2 ⊗ 𝐼
Δ + Γ ⊢ (𝑒1, 𝑒2) : 𝜏1 ⊗ 𝜏2

Γ, 𝑥 :𝑠 𝜎 ⊢ 𝑒 : 𝜏 ⊸ 𝐼
Γ ⊢ 𝜆𝑥. 𝑒 : !𝑠𝜎 ⊸ 𝜏

Δ ⊢ 𝑓 : !𝑠𝜎 ⊸ 𝜏 Γ ⊢ 𝑒 : 𝜎 ⊸ 𝐸
Δ + 𝑠Γ ⊢ 𝑓 𝑒 : 𝜏

Primitives

Γ1 ⊢ 𝑛1 : 𝖨𝗇𝗍 Γ2 ⊢ 𝑛2 : 𝖨𝗇𝗍 (+)
Γ1 + Γ2 ⊢ 𝑛1 + 𝑛2 : 𝖨𝗇𝗍

Γ1 ⊢ 𝑛1 : 𝖨𝗇𝗍 Γ2 ⊢ 𝑛2 : 𝖨𝗇𝗍 (×)
∞ ⋅ (Γ1 + Γ2) ⊢ 𝑛1 × 𝑛2 : 𝖨𝗇𝗍
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Soundness of Fuzz

Theorem. (soundness) If ⊢ 𝑓 : !𝑠𝜎 ⊸ 𝜏, then GS(𝑓 ) ≤ 𝑠.

Example. ⊢ 𝑓𝑜𝑙𝑑 0 (+) : 𝖫𝗂𝗌𝗍⟨𝖱𝖾𝖺𝗅⟩ ⊸ 𝖱𝖾𝖺𝗅, so 𝑠𝑢𝑚 is 1‑sensitive.

One can prove this theorem using
▸ an operational semantics via logical relations1
▸ a denotational semantics2

▸ in the category 𝐌𝐞𝐭 of metric spaces for the finite fragment
▸ in the category 𝐌𝐞𝐭𝐂𝐏𝐎⊥ of metric cpos for the whole calculus

1Reed and Pierce (2010)
2Azevedo de Amorim et al. (2017)
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Key Takeaways

▸ Fuzz is a linear type system for sensitivity analysis.
▸ Recall. Sensitivity is a proxy for differential privacy.

▸ Fuzz enjoys the expected metatheoretical properties.
▸ weakening*, substitution, subject reduction, etc.

▸ Fuzz has a denotational semantics in 𝐌𝐞𝐭.
▸ Type checking can be performed efficiently3.

3D'Antoni et al. (2013)
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Contributions

Sensitivity analysis

Fuzz

DFuzz Bunched Fuzz

Plurimetric Fuzz

(FSCD 2024)

Local Fuzz

(POPL 2026)
…

Differential privacy verification

Fuzz can be used as a sensitivity layer in a large system (CSF 2025).
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4. Plurimetric Fuzz: Sensitivity Analysis 

with respect to Vector Metrics

Sannier and Baillot (2024)
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Beyond the L1 metric

Fuzz is biased towards the 𝐿1 metric 𝑑1:
▸ 〚Γ, Δ〛 = 〚Γ〛 ×1 〚Δ〛, and
▸ 〚𝜏1 ⊗ 𝜏2〛 = 〚𝜏1〛 ×1 〚𝜏2〛.

For all 𝑝 ≥ 1, we define the 𝐿𝑝 metric as follows:

𝑑𝑝((𝑥, 𝑦), (𝑥′, 𝑦′)) ≔ 𝑝

√𝑑(𝑥, 𝑥′)𝑝 + 𝑑(𝑦, 𝑦′)𝑝

▸ The Gaussian mechanism depends on 𝐿2-sensitivity analysis.
▸ Geographical data is best represented in the Euclidean plane.
▸ 𝐿𝑝-sensitivity might be less than 𝐿1 sensitivity.
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Terms, Types and Judgements

We consider:
▸ the same terms as Fuzz, and
▸ the same types as Bunched Fuzz4, including (⊗𝑝)

𝑝≥1
 and (⊸𝑝)

𝑝≥1
.

Example. (𝖱𝖾𝖺𝗅 ⊗2 𝖱𝖾𝖺𝗅) ⊸2 (𝖱𝖾𝖺𝗅 ⊗2 𝖱𝖾𝖺𝗅) is the type of distance-
preserving maps in the Euclidean plane ℝ2.

Every judgement is annotated with a parameter 𝑝 ≥ 1: (𝑝) Γ ⊢ 𝑒 : 𝜏.

4wunder et al. (2023)
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Typing Rules (subset)

(𝑝) Γ ⊢ 𝑒1 : 𝜏1 (𝑝) Δ ⊢ 𝑒2 : 𝜏2 ⊗ 𝐼
(𝑝) Contr𝑝(Δ; Γ) ⊢ (𝑒1, 𝑒2) : 𝜏1 ⊗𝑝 𝜏2

(𝑝) Γ ⊢ 𝑒 : 𝜏 Γ ≤ Δ 𝑝 ≥ 𝑞 ≥ 𝑊
(𝑞) Δ ⊢ 𝑒 : 𝜏

(𝑝) Γ ⊢ 𝑒 : 𝜏 Γ ≤ Δ 𝑝 ≤ 𝑞 ≤ 𝑊
(𝑞) 𝑐(𝑝, 𝑞) ⋅ Δ ⊢ 𝑒 : 𝜏

where Contr𝑝(𝑥 :𝑠 𝜏; 𝑥 :𝑟 𝜏) ≔ 𝑥 :𝑝
√𝑠𝑝+𝑟𝑝 𝜏.

We have the expected metatheoretical properties:
substitution, subject reduction, a form of subtyping, etc.
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Soundness of Plurimetric Fuzz

Theorem. (soundness) If (𝑝) ⊢ 𝑓 : !𝑠𝜎 ⊸𝑝 𝜏1 ⊗𝑝 … ⊗𝑝 𝜏𝑛, then GS𝑝(𝑓 ) ≤ 𝑠.

Example. 𝑡𝑟𝑎𝑛𝑠𝑙𝑎𝑡𝑒 and 𝑟𝑜𝑡𝑎𝑡𝑒𝐿𝑒𝑓𝑡 are provably non-expansive in the 
Euclidean plane 〚𝖱𝖾𝖺𝗅 ⊗2 𝖱𝖾𝖺𝗅〛 ≔ (ℝ2, 𝑑2).

We prove soundness by extending Fuzz’s denotational semantics:
▸ 〚𝜏1 ⊗𝑝 𝜏2〛 ≔ 〚𝜏1〛 ×𝑝 〚𝜏2〛, and
▸ 〚(𝑝) 𝑥 :𝑠 𝜏, 𝑦 :𝑟 𝜎〛 ≔ 〚𝜏〛 ×𝑝 〚𝜎〛.
▸ 𝐌𝐞𝐭 and 𝐌𝐞𝐭𝐂𝐏𝐎⊥ are stable by ⊗𝑝 and ⊸𝑝 for all 𝑝.
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Plurimetric Fuzz ↔ Fuzz

1 𝑃𝑝
der

𝐹𝑝
der

Der(Fuzz) Der(PFuzz)

Theorem. For all 𝑝, the 𝑝‑image of a (minimal) judgement Γ ⊢ 𝑒 : 𝜏 in 
Fuzz is a (minimal) judgement (𝑝) 𝑃𝑝

ctx(Γ) ⊢ 𝑒 : 𝑃𝑝
type(𝜏) in Plurimetric 

Fuzz.
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5. Local Fuzz: Dependent Coeffects 

for Local Sensitivity Analysis

Sannier and Baillot (2026)
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Beyond Global Sensitivity

▸ Global sensitivity is often infinite.
▸ e.g., 𝑥 ↦ 𝑥2, 𝑙 ↦ 𝑚𝑒𝑎𝑛(𝑙), etc.

▸ In these cases, we cannot apply the Laplace mechanism.
▸ Intuitively, asking for a uniform bound is too strong.

▸ We are not interested in any two inputs 𝑥 and 𝑥′.

Definition. The local sensitivity of a function 𝑓 : 𝑋 → 𝑌  at point 𝑥 ∈ 𝑋  is

LS(𝑓 , 𝑥) ≔ max { 𝑑𝑌 (𝑓 (𝑥), 𝑓 (𝑥′)) | 𝑥′ ∈ 𝑋, 𝑑𝑋 (𝑥, 𝑥′) = 1 }.
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Local Sensitivity and Differential Privacy

We can leverage an upper bound on local sensitivity to obtain diff. priv.:
▸ smooth sensitivity5, and
▸ the Propose-Test-Release (PTR) framework6.

Can we design a type system to analyse local sensitivity?

Fuzz : global sensitivity ∷ ? : local sensitivity

Sensitivity annotations need to be functions.

5Nissim et al. (2007)
6Dwork and Lei (2009)
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Design Choices

The naive extension of Fuzz is not expressive enough.
𝑥 :𝑠 𝜎 ⊢ 𝑒 : 𝜏 means ∀𝑥, 𝑥′ ∈ 〚𝜏〛, 𝑑𝜏(𝑒(𝑥), 𝑒(𝑥′)) ≤ 𝑠(𝑥) ⋅ 𝑑(𝑥, 𝑥′).

Instead, we make the following choices:
▸ we define a composable version of local sensitivity

LS𝑘(𝑓 , 𝑥) ≔ max { 𝑑𝑌 (𝑓 (𝑥), 𝑓 (𝑥′)) | 𝑥′ ∈ 𝑋, 𝑑𝑋 (𝑥, 𝑥′) ≤ 𝑘 }
▸ we use flat coeffects: annotations can depend on all variables.
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Sensitivity Moduli

We write Γ @ 𝒔 ⊢ e : τ , where 𝒔 is a sensitivity modulus.

𝒞︀(Γ) ≔ { 𝒔 : Γ → (𝖭𝖺𝗍|Γ| → 𝖭𝖺𝗍) | {∀𝒙 : Γ, 𝒔(𝒙, 𝟎) = 0
𝒔(𝒙, −) is non-decreasing }

where 〚𝖭𝖺𝗍〛 ≔ ℕ ∪ {+∞}.

Example. 𝑥 : 𝖨𝗇𝗍 @ 𝜆𝑥. 𝜆𝑘. 2|𝑥|𝑘 + 𝑘2 ⊢ 𝑥2 : 𝖨𝗇𝗍
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Typing Rules (subset)

var
𝑥 : 𝜏 @ 𝜆𝑥. 𝜆𝑘. 𝑘 ⊢ 𝑥 : 𝜏

Γ @ 𝒔 ⊢ 𝑒 : 𝜏 Γ ⊆ Γ′ 𝒔 ≤ 𝒔′ 𝜏 <: 𝜏′
W

Γ′ @ 𝒔′ ⊢ 𝑒 : 𝜏′

Γ, 𝑥 : 𝜎 @ 𝒔 + 𝑟 ⊢ 𝑒 : 𝜏 → 𝐼
Γ @ 𝒔 ⊢ 𝜆𝑥. 𝑒 : 𝜎 →

𝑟
𝜏

Δ @ 𝒓 ⊢ 𝑓 : 𝜎 →
𝑡

𝜏 Γ @ 𝒔 ⊢ 𝑒 : 𝜎 → 𝐸
Δ ∪ Γ @ 𝒓 + 𝑡 ×𝑒 𝒔 ⊢ 𝑓 𝑒 : 𝜏
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Typing Rules (continued)

We can write tight typing rules for many primitives.

Example. The following rule lets us derive the exact local sensitivity 
of 𝜆𝑥. 𝑥2:

Γ @ 𝒔 ⊢ 𝑎 : 𝖨𝗇𝗍 Δ @ 𝒓 ⊢ 𝑏 : 𝖨𝗇𝗍 ×
Γ @ 𝜆𝒙. 𝜆𝒌. 𝒓(𝒙Δ, 𝒌Δ) ⋅ |𝑎(𝒙Γ)| + 𝒔(𝒙Γ, 𝒌Γ) ⋅ |𝑏(𝒙Δ)| + 𝒔(𝒙Γ, 𝒌Γ) ⋅ 𝒓(𝒙Δ, 𝒌Δ) ⊢ 𝑎 × 𝑏 : 𝖨𝗇𝗍
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Two Classes of Use Cases

Global sensitivity

If 𝒔 is constant in its first coordinate, then Γ @ 𝒔 ⊢ 𝑒 : 𝜏 is a bound on the 
global sensitivity of 𝑒. Local Fuzz is strictly more expressive than Fuzz.

→ Laplace mechanism, Gaussian mechanism, etc.

Local sensitivity

We can analyse the local sensitivity of queries using (×), 𝑚𝑒𝑑𝑖𝑎𝑛, etc.

→ PTR framework, smooth sensitivity, etc.
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Soundness of Local Fuzz

Theorem. (soundness) If ⊢ 𝑓 : 𝜎 →
𝑠

𝜏, then LS(𝑓 , 𝑥) ≤ 𝑠(1, 𝑥).

In categorial terms, to interpret Local Fuzz we need:
▸ a semicartesian closed category with finite products and coproducts,
▸ a dependently graded comonad7, rather than a graded comonad.

The category 𝐌𝐞𝐭 of metric spaces provides a model of Local Fuzz.

Open problem: Can this semantics be extended to recursive types?

7Capucci and Myers (2024)
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6. Session Types for the Composition 

of Interactive Differential Privacy

Sannier et al. (2025)
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Beyond the One-Shot Setting

Several analysts may query the same mechanism.

analyst 𝒜︀1

analyst 𝒜︀2

mechanism

ℳ︀: 𝑞 ↦ 𝑞(𝐷) + 𝑛
private data

𝐷

𝑞1𝑟1 = 𝑞1(𝐷) + 𝑛

𝑞2 = 0

𝑟2 = 𝑞2(𝐷) + 𝑛

𝑛

The analysts can collude to compute 𝑟1 − 𝑟2 = 𝑞1(𝐷) + 𝑛 − (0 + 𝑛) = 𝑞1(𝐷).
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Interactive Differential Privacy

Definition. ℳ︀  preserves (𝜀, 𝛿)‑interactive diff. priv. if for all 

adversaries 𝒜︀, all sets 𝑋  and all adjacent inputs 𝑥, 𝑥′, we have

Pr[View(𝒜︀ ∥ ℳ︀(𝑥)) ∈ 𝑋] ≤ e𝜀 Pr[View(𝒜︀ ∥ ℳ︀(𝑥′)) ∈ 𝑋] + 𝛿.

The view of a party is everything it sees during the execution.

Theorem. (Vadhan and Wang (2021))
Interactive differential privacy is composable.
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The π‑calculus

𝜆‑calculus ∶ functional programs ∷ 𝜋‑calculus ∶ processes

Terms are generated by the following grammar:

𝑃, 𝑄, … ⩴ 𝑘![𝑒] . 𝑃 value sending
| 𝑘?(𝑥) . 𝑃 value reception
| 𝑠 ⊳ { 𝑙𝑖 : 𝑃𝑖 | 𝑖 ∈ 𝐼 } label branching
| 𝑠 ⊲ 𝑙 . 𝑃 label selection
| 𝑃 ∥ 𝑄 parallel composition
| …
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Session Types

Types are generated by the following grammar:

𝛼 ⩴ ?𝜏 . 𝛼 | !𝜏 . 𝛼 | &𝑖 {𝑙𝑖 : 𝛼𝑖} | ⊕𝑖 {𝑙𝑖 : 𝛼𝑖} | 𝖾𝗇𝖽

and judgements are written Γ ⊢ 𝑃 ⊳ Δ.

Example. A doubling server and its client can be typed as follows:

𝑛 : 𝖨𝗇𝗍 ⊢ 𝑘![𝑛] . 𝑘?(𝑥) . 0 ⊳ 𝑘 : !𝖨𝗇𝗍 . ?𝖨𝗇𝗍 . 𝖾𝗇𝖽
⊢ 𝑘?(𝑥) . 𝑘![𝑥 + 𝑥] . 0 ⊳ 𝑘 : ?𝖨𝗇𝗍 . !𝖨𝗇𝗍 . 𝖾𝗇𝖽
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Additional Constructs

We extend the syntax of terms and types to account for
▸ random number generation, and
▸ finite server replication.

𝑃, 𝑄, … ⩴ ⋯ | ∗𝑛 𝑘?(𝑥) . 𝑃
| 𝐋𝐚𝐩𝑏?(𝑥) . 𝑃 | 𝐆𝐚𝐮𝐬𝐬𝜎?(𝑥) . 𝑃

𝛼 ⩴ ⋯ | ∗𝑛 ?𝜏 . 𝛼

We write typing judgements of the form Γ ⊢ 𝑀 ⊳ Δ; (𝜀, 𝛿).
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Typing Rules (subset)
Compare the usual rule in process calculi with session types

Γ ⊢ 𝑒 : 𝜏 Γ ⊢ 𝑃 ⊳ Δ, 𝑘 : 𝛼
Γ ⊢ 𝑘![𝑒] . 𝑃 ⊳ Δ, 𝑘 : !𝜏 . 𝛼

with the non privacy-preserving rule

[Γ]𝑠 ⊢Fuzz 𝑒 : 𝜏 Γ ⊢ 𝑃 ⊳ Δ, 𝑘 : 𝛼; (𝜀, 𝛿) [T‑Send]
Γ ⊢ 𝑘![𝑒] . 𝑃 ⊳ Δ, 𝑘 : !𝜏 . 𝛼; (0, 1)

and, with the one implementing the Laplace mechanism

[Γ]𝑠 ⊢Fuzz 𝑒 : 𝖨𝗇𝗍 Γ ⊢ 𝑃 ⊳ Δ, 𝑘 : 𝛼; (𝜀, 𝛿) [T‑NSend-Lap]
Γ ⊢ 𝐋𝐚𝐩𝑠/𝜀′?(𝑥) . 𝑘![𝑒 + 𝑥] . 𝑃 ⊳ Δ, 𝑘 : !𝖨𝗇𝗍 . 𝛼; (𝜀 + 𝜀′, 𝛿)
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Typing Rules (subset)

A mechanism can freely receive information, including private data:

Γ, 𝑥 : 𝜏 ⊢ 𝑃 ⊳ Δ, 𝑘 : 𝛼; (𝜀, 𝛿) [T‑Rcv]
Γ ⊢ 𝑘?(𝑥) . 𝑃 ⊳ Δ, 𝑘 : ?𝜏 . 𝛼; (𝜀, 𝛿)

Mechanisms can be composed à la Vadhan and Wang (2021):

Γ ⊢ 𝑃1 ⊳ Δ1; (𝜀1, 𝛿1) Γ ⊢ 𝑃2 ⊳ Δ2; (𝜀2, 𝛿2) Δ1 and Δ2 compatible [T‑Conc]
Γ ⊢ 𝑃1 ∥ 𝑃2 ⊳ Δ1 ∘ Δ2; (𝜀1, 𝛿1) ⋆ (𝜀2, 𝛿2)⏟

≔(𝜀1+𝜀2,𝛿1+e𝜀1𝛿2)
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Operational Semantics

▸ A trace is a binary tree labelled at the leaves with lists of atoms.
▸ The view of a party is a subtree of the trace:

View(𝐴 ∥ 𝑀) ≔ Left(Tr(𝐴 ∥ 𝑀)).
▸ We define differential privacy as approximate view equivalence.

We obtain a purely syntactical proof of concurrent composition.

Theorem. (soundness) If Γ ⊢ 𝑀 ⊳ Δ; (𝜀, 𝛿), then 𝑀 preserves interactive 

(𝜀, 𝛿)‑differential privacy.
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7. Conclusion
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Summary

We have made three contributions to use of formal methods for sensitivity 
analysis and diff. priv. verification.

Specifically, we have
▸ extended Fuzz to account for vector metrics (Plurimetric Fuzz);
▸ extended Fuzz to account for local sensitivity (Local Fuzz); and
▸ shown how to use a process calculus to account for interactive diff. priv.

51/55



Summary

We have made three contributions to use of formal methods for sensitivity 
analysis and diff. priv. verification.

Specifically, we have
▸ extended Fuzz to account for vector metrics (Plurimetric Fuzz);
▸ extended Fuzz to account for local sensitivity (Local Fuzz); and
▸ shown how to use a process calculus to account for interactive diff. priv.

51/55



Open questions

Type Systems for Sensitivity Analysis

▸ Are type-checking and type-inference for Plurimetric Fuzz and Local 
Fuzz decidable? (conjecture: yes, modulo theory)

▸ Can we give a denotational semantics of recursive types for Local Fuzz?
▸ Can dependent coeffects be used beyond local sensitivity analysis?

Session Types for Interactive Differential Privacy

▸ Can interactive diff. priv. be restated as a form of bisimulation?
▸ How much probabilistic reasoning can be conducted within a typed 

process calculus?
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